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Certified Information Systems Security Professional (CISSP)

COURSE OVERVIEW

Welcome to Certified Information Systems Security Professional (CISSP®): With your completion of the prerequisites
and necessary years of experience, you are firmly grounded in the knowledge requirements of today’s security
professional. This course will expand upon your knowledge by addressing the essential elements of the eight domains
that comprise a Common Body of Knowledge (CBK®) for information systems security professionals. The course offers
a job-related approach to the security process, while providing a framework to prepare for CISSP certification. CISSP
is the premier certification for today’s information systems security professionals. It remains the premier certification
because the sponsoring organization, the International Information Systems Security Certification Consortium

WHO SHOULD ATTEND?

This course is intended for experienced IT security-related practitioners, auditors, consultants, investigators, or
instructors, including network or security analysts and engineers, network administrators, information security
specialists, and risk management professionals, who are pursuing CISSP training and certification to acquire the
credibility and mobility to advance within their current computer security careers or to migrate to a related career.
Through the study of all eight CISSP CBK domains, students will validate their knowledge by meeting the necessary
preparation requirements to qualify to sit for the CISSP certification exam.

COURSE OUTCOMES

Delegates will gain the skills and knowledge to:
e Identify and reinforce the major security subjects from the eight domains of the (1SC)2 CISSP CBK.
e Analyze components of the Security and Risk Management domain.
e Analyze components of the Asset Security domain.
e Analyze components of the Security Architecture and Engineering domain.
e Analyze components of the Communication and Network Security domain.
e Analyze components of the Identity and Access Management domain.
e Analyze components of the Security Assessment and Testing domain.
e Analyze components of the Security Operations domain.
e Analyze components of the Software Development Security domain.

KEY COURSE HIGHLIGHTS
At the end of the course, you will understand;
e Alarger coverage of the eight CISSP CBK® domains.
e Job-related approach to information systems security.
e Preparation framework for the CISSP certification exam.
e Deeper aspects of security principles, policies, and practices.
e Real-world application of risk management and security operations.
e Emphasis on governance, compliance, and legal aspects of cybersecurity.
e Development of strategies for asset, identity, and access management.
e Security architecture, engineering, and software development security.

All our courses are dual-certificate courses. At the end of the training, the delegates will receive two certificates.
1. A GTC end-of-course certificate
2. Continuing Professional Development (CPD) Certificate of completion with earned credits awarded
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